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Administrivia
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‣ Assignment 3 due in two weeks, Quiz 3 that day

‣ Midterm back later today

‣ Final project proposals due today



Recap So Far
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‣ Building Transformers

‣ Making LLMs fast

‣ Post-training, building reasoning models



Safety and Risks of LLMs
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‣ What are some broad risks of LLMs you’re aware of?

‣ What are risks of reasoning models specifically?



Jailbreaking,	
Harmfulness
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Crash Course
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‣ This lecture: surveying several topics related to LLMs having too much 
knowledge (and surfacing it at the wrong times) or too little knowledge

‣ Adversarial attacks
‣ “Jailbreaking”



Safety Issues of LLMs

9 Xinyue Shen et al. (2023)

‣ What’s the “worst case 
scenario” you can think of 
here?



Jailbreaking
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Prompt Injection

11 Perez and Ribeiro (2022)

(not our focus)



Prompt Injection: Framework

12 Perez and Ribeiro (2022)



How would we find jailbreaks?
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Transferable Adversarial Prompts

14 Andy Zou et al. (2023)



Finding Jailbreak Prompts

15 Andy Zou et al. (2023)

‣ Optimization problem: find the ! tokens that maximize	
P(purple text | prefix)

‣ Same setup as Wallace et al. “Universal Adversarial Triggers”



Finding Jailbreak Prompts

16 Andy Zou et al. (2023)



Results: Finding Jailbreak Prompts

17 Andy Zou et al. (2023)

‣ ASR = Attack Success Rate

‣ Can successfully attack individual models when optimizing for them



Andy Zou et al. (2023)

‣ Can also attack multiple models at once
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Results: Finding Jailbreak Prompts



Multiple Model Attacks

19 Andy Zou et al. (2023)‣ What’s the “worst case scenario” you can think of here?



Jailbreak Bench

20 Patrick Chao et al. (2024)



Attacking LLMs with natural prompts

21 Patrick Chao et al. (2024)

‣ What if we just scrubbed non-natural language from our inputs? That 
would defend against these…

‣ but not “natural”	
jailbreaks



Attacking LLMs with natural prompts

22 Patrick Chao et al. (2024)



23 Patrick Chao et al. (2024)



Attacking LLMs with natural prompts

24 Patrick Chao et al. (2024)



Attacking LLMs with natural prompts

25 Patrick Chao et al. (2024)



Crescendo

26 Russinovich et al. (2024)

Multi-turn jailbreak: by “crescendoing” the interaction we can jailbreak the model



27 Russinovich et al. (2024)



Instruction Hierarchy
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Instruction Hierarchy

29

Use an SFT phase modeling these various scenarios (e.g., showing the model 
how to reject the malicious instructions from a tool call)



Instruction Hierarchy
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Constitutional Classifiers
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Constitutional Classifiers
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Constitutional Classifiers: Results
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Constitutional Classifiers: Results

34



When can reasoning	
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What are some risks of reasoning models?
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Safety of Long CoT Models
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Unsafety in Reasoning
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Unsafety in Reasoning

39 Yong and Bach (2026)



Reasoning and Safety

40

Administrative details and recap	

Jailbreaking, Harmfulness	

When can reasoning be	
helpful or harmful?	

Reasoning and Safety	

Monitoring CoT	

Copyright, Unlearning



Reasoning for Better Safety
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Reasoning for Better Safety
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Safety in LRMs

45



46



Monitoring CoT
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CoT Monitorability
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‣ “For sufficiently difficult tasks, Transformers must use chain of thought 
as a form of working memory. By default, humans can understand this 
chain of thought.”

‣ CoT is often “monitorable” in practice. We can see what LLMs are 	
“thinking”

‣ …but may be fragile. Why?

Korbak et al. (2024)



CoT Monitorability
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‣ Evaluate models when given “hints”
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CoT Monitorability
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Copyright,	
Unlearning
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Copyright Issues

56 https://www.jdsupra.com/legalnews/artificial-intelligence-and-copyright-6563561/

The lawsuit claims that OpenAI's "commercial success is built in large part on 
OpenAI's large-scale copyright infringement." The NYT alleges that: (1) OpenAI's 
platform is powered by LLMs containing copies of The NYT's content; and (2) 
OpenAI's platform generates output that recites The NYT's content verbatim, closely 
summarizes it, mimics its expressive style, and even wrongly attributes false 
information to The NYT.

‣ Lawsuits surrounding generative AI: Getty Images suing Stability AI (over 
images), NYT suing OpenAI



Copyright Issues

57 Eldan and Russinovich (2023)

‣ One solution: can we “unlearn” this text?



Copyright Issues

58 Eldan and Russinovich (2023)

‣ One solution: can we “unlearn” this text?

‣ Can’t just reduce the likelihood of “Harry”; this damages more general 
language understanding

‣ Can’t just reduce the likelihood of “Ron” or the model will start to say 
“Hermione”



Knowledge Unlearning

59 Eldan and Russinovich (2023)

‣ Train a “reinforced” model that learns the knowledge to learn even more

‣ Find tokens that score highly under the baseline model and low under 
the reinforced model (don’t increase with reinforcing)

‣ Separate modification: also remap distinctive tokens (e.g., Marauder’s 
Map —> Explorer’s Chart)



Aside: Contrastive Decoding

60 Xiang Li et al. (2023)

‣ Compare a weak model and a 
strong model to improve the 
strong model further

‣ Why use the weak model at 
all?



Eldan and Russinovich (2023)‣ Blue = target labels

Knowledge Unlearning
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Eldan and Russinovich (2023)

Knowledge Unlearning
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Alignment Whack-a-Mole
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