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Administrivia
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‣ Assignment 3 due next week, quiz next week

‣ Midterm returned,

‣ Final project proposals back



Jailbreaking
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Finding Jailbreak Prompts
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‣ Optimization problem: find the ! tokens that maximize	
P(purple text | prefix)

‣ Leads to unnatural prompts. Challenging optimization problem even 
though there are somewhat principled solutions to it.



7 Patrick Chao et al. (2024)



Crescendo

8 Russinovich et al. (2024)

Multi-turn jailbreak: by “crescendoing” the interaction we can jailbreak the model



Reasoning for Better Safety
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Other topics
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‣ CoT monitorability

‣ Copyright



Using Tools
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Foundations of Tool Calling

12

‣ User gives natural language input, plus some other context (existing code, 
filesystem, Internet access, etc.)

‣ An agent interacts with that content in some kind of programmatic way

‣ What is the goal?

‣ Output some code: this is often called “language to code” broadly. The tool call 
is the end goal. This has been studied for 30 years.

‣ Output an answer, but use tools to get there: this is a bit newer with the rise of 
AI agents



Geoquery: AAAI 1996
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A brief history of semantic parsing
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‣ 1990s: chiefly rule-based and grammar-based systems

‣ Early 2000s: Luke Zettlemoyer’s work on Combinatory Categorial Grammar (CCG) 
and learning-based parsers

‣ 2015: Robin Jia and Percy Liang show 
seq2seq models can do a good job at 
semantic parsing tasks

‣ 2020: Text-to-SQL models start 
working very well

‣ 2022+: Language-to-code starts 
working in broad domains

Jia and Liang (2015)



HumanEval

15

‣ Around 2022, language models could actually produce correct code for LeetCode-
style problems

Mark Chen et al. (2022)

‣ Prior to about 2020: models could output code, but LLMs would not usually 
generate correct code unless fine-tuned on a specific task



Past Work: Chain-of-thought
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Jason Wei et al. 2022 Chain of Thought Prompting

Chowdhery/Narang/Devlin et al. 2022 PaLM

Q: What quantity of water should be added to reduce 
9 liters of 50% acidic liquid to 30% acidic liquid?

Let x be the amount of water. We start with 9 liters of 
50% acidic liquid. We want to reduce it to 30% acidic 
liquid. We can do this by adding water to it.	
So, we have 9 liters of 50% acidic liquid + x liters of water 
= 9 + x liters of 30% acidic liquid.	
Since we have 9 + x liters of 30% acidic liquid, we know 
30% of 9 + x liters is 50% acidic liquid.	
So, 0.3 * (9 + x) = 0.5 * 9.	
Simplify and we get 0.3x = 0.15. Solve for x and we get x = 
0.15 / 0.3 = 0.5.	
The answer is 0.5.

Ask GPT* to solve the question step-by-step

*results from code-davinci-002



Chain-of-thought Prompting
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‣ For “hard” reasoning problems, chain-of-
thought does three things:

Interprets the question

Plans reasoning

Executes it

(recognizes that water has 0% acidity)

(equation is good, but jumps to solution)

(computes 0.5 * 9 - 0.3 * 9 = 0.15)

‣This tries to use LLMs for things 
they’re not good at!wrong

Q: What quantity of water should be added to reduce 
9 liters of 50% acidic liquid to 30% acidic liquid?

Let x be the amount of water. We start with 9 liters of 
50% acidic liquid. We want to reduce it to 30% acidic 
liquid. We can do this by adding water to it.	
So, we have 9 liters of 50% acidic liquid + x liters of water 
= 9 + x liters of 30% acidic liquid.	
Since we have 9 + x liters of 30% acidic liquid, we know 
30% of 9 + x liters is 50% acidic liquid.	
So, 0.3 * (9 + x) = 0.5 * 9.	
Simplify and we get 0.3x = 0.15. Solve for x and we get x = 
0.15 / 0.3 = 0.5.	
The answer is 0.5.

Ask GPT* to solve the question step-by-step



Early Tool Models

18 Luyu Gao et al. (2022)



How to get models to call calculators

19 Luyu Gao et al. (2022)

‣ Few-shot prompting: show them demonstrations of using code

‣ Pre-train/fine-tune them on code

PAL is on Codex



Satisfiability Modulo Theories

20 Xi Ye, Qiaochu Chen, Isil Dillig, and GD (NeurIPS 23)

We can have a system which works like this!

Interprets the question

Plans reasoning
Executes it

Implemented with an SMT solver

NL description 
of problem

LLM translation into formal spec SMT solver (Z3)Formal spec Answer



Satisfiability Modulo Theories

21

Prompt: What quantity of water should be added to reduce 9 liters of 50% acidic liquid to 30% acidic liquid?

LLM translation into formal spec

liters_initial = 9	
percent_initial = 50	
percent_desired = 30	
water_added = Variable()	
liters_after = liters_initial + water_added	
percent_after = percent_initial * liters_initial / liters_after	
percent_after = percent_desired	
solve(water_added)

SMT solver (Z3) or other automated theorem prover

‣ Prompt the LLM for a declarative specification. The solver handles planning/execution!

Xi Ye, Qiaochu Chen, Isil Dillig, and GD (NeurIPS 23)



Past work: Program-aided 

22

Veronica Qing Lyu et al. “Faithful Chain-of-thought Reasoning” AACL 2023

‣ Past work: used LLMs for the execution step but not for the planning step. Translates 
the description to an imperative program, which conflates interpretation and planning

Wenhu Chen et al. “Program of Thoughts Prompting” arXiv 2022

Luyu Gao et al. “PAL: Program-aided Language Models” ICML 2022

liquid_initial = 9	
acid_initial = 50	
acid_final = 30	
acid_added = acid_initial - acid_final	
water_added = liquid_initial * acid_added / acid_initial	
result = water_added	
return result

Python interpreter

wrong

LLM translation into formal spec



Satisfiability Modulo Theories

23

Prompt: Each of five students—Hubert, Lori, Paul, Regina, and Sharon—will visit exactly one of three cities—
Montreal, Toronto, or Vancouver—for the month of March. Sharon visits a different city than Paul. […]	
Is it true that: If any of the students visits Montreal, Lori visits Montreal?

students = [Hubert, Lori, Paul, Regina, Sharon], cities = [Montreal, 
Toronto, Vancouver], visits = Function(students, cities)	
# Sharon visits a different city than Paul	
visits(Sharon) != visits(Paul)	
[...]	
solve(Implies(Exists([s], visits(s) == Montreal), visits(L) == Montreal))

SMT solver (Z3) or other automated theorem prover

‣ Declarative specifications with Z3 are flexible; one DSL for many problems!

‣ Our bet: Z3 will be easier to build infrastructure around than multiple ad hoc tools

generating comments 
improves the fidelity of 
the translation

LLM translation into formal spec

Xi Ye, Qiaochu Chen, Isil Dillig, and GD (NeurIPS 23)



SATLM: Results

24

‣ SATLM* outperforms PROGLM (program-aided LMs) and chain-of-thought (CoT) 
GSM-Sys               ProofWriter: nearly 100% accurate.

math reasoning logic and deduction
constraint 
satisfaction

regex 
synthesis

*uses an SMT solver but we call it SAT because it’s catchier :)

(ProgLM = PAL)



Benefits of Symbolic Solvers

25

‣ Z3 tells you when the problem spec yields an error, is unsatisfiable, or is ambiguous

‣ Future work: can go one step further 
and obtain the unsatisfiable core: 
minimum set of constraints that are 
unsatisfiable. Then reinterpret the NL!

‣ SatLM’s accuracy when it produces an 
answer is much higher than program-
aided approaches

NL description 
of problem

SMT solver (Z3)Formal spec AnswerLLM translation into formal spec



Zooming out: API Calling

26

‣ Other datasets like the Berkeley Function Calling Leaderboard, Toolathon, etc. 
test the ability to use a wide range of tools

‣ “Tool calling” can mean many things:

‣ Writing code to accomplish a task

‣ Calling a customized API for that task

‣ Running a retrieval system

‣ Invoking a simulation and observing the result

‣…all of these combined! Doing repeated calls/code writing is what defines 
modern agentic systems



Model Context Protocol

27 https://www.anthropic.com/engineering/code-execution-with-mcp
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ReAct

29 Shunyu Yao et al. (2023)



ReAct

30 Shunyu Yao et al. (2023)



ReAct

31 Shunyu Yao et al. (2023)

‣ Three possible calls:	

‣ (1) search[entity], which returns the first 
5 sentences from the corresponding 
entity wiki page if it exists, or else 
suggests top-5 similar entities from the 
Wikipedia search engine	

‣ (2) lookup[string], which would return 
the next sentence in the page containing 
string, simulating Ctrl+F functionality on 
the browser	

‣ (3) finish[answer]



WebShop
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WebShop

33 Shunyu Yao et al. (2023)



Coding Agents
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Coding Agents

35

‣ We want agents that can write this code, then use it to do something (debugging 
it if necessary), then take and reason about the results

Mark Chen et al. (2022)



Terminal-Bench

36 Mark Merrill et al. TerminalBench (2025-2026)



Terminal-Bench

37
What tools are needed for this?

Mark Merrill et al. TerminalBench (2025-2026)



Terminal-Bench
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Terminal-Bench

39 Mark Merrill et al. TerminalBench (2025-2026)



Training Agents for T-bench

40

‣ ReAct is just a repeated prompt: prompt the model to think and then act, and 
feed it any environment context

‣ For long interactions and difficult environments, training is needed to do RL

‣ Writing code to accomplish a task



SkyRL

41 Shiyi Cao et al. SkyRL (2025)

Runtime init: 
setting up a Docker 
container can be 
slow

Reward calculation: 
grading script can 
be slow

Agent requires not 
just LLM rollout but 
also tool calls



SkyRL: Three Modes

42 Shiyi Cao et al. SkyRL (2025)



C Compiler

43



Managing State

44

What does the context look like?

‣ User input (often not that long, but could still be hundreds of words)

‣ System thinking tokens (remember ReAct)

‣ System tool calls

‣ Outputs of those tool calls

‣ cat file.txt — could be long!

‣ python script.py — could be short, could be long!



Long Context

45
Beltagy et al. (2020) Longformer



Long Context

46
Beltagy et al. (2020) Longformer

‣ Many solutions around solving the O(n^2) attention problem

‣ Other solutions: systems-level (compressing KV caches), modeling (Gated 
DeltaNet, state-space models), others



Compaction

47

‣ Simplest solution: if the context gets too long, summarize it with an LLM



RAG, Deep Research

48

Administrative details and recap	

Using Tools	

Simple Example: ReAct	

Coding Agents	

RAG, Deep Research	

Frontiers
Some slides from Eunsol Choi



Retrieval-Augmented Generation

49

‣ The “tool” is calling a search engine or retrieving from some datastore

‣ Results are fed into an LLM to generate a response to a query



Open-domain QA

50 Chen et al. (2017)



Open Retrieval QA (RAG)

51

Retriever-reader pipeline (also called 

retrieval-augmented generation; RAG)	

‣ Retriever selects documents from a 

large corpus that are relevant to the 

query	

‣ Then, reader selects the top scoring 
span from the top-n retrieved 

documents	

‣ Alternatively: the reader is an LLM 

that generates a response freely (this 

is what RAG typically means)	



Classic Information Retrieval Task
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‣ Given a query and a document corpus, provide a ranked list of 
documents relevant to the query. 

‣ Typically the document collection is large — efficiency is important!



Classic Solution: TF-IDF
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‣ Tf-idf = product of tf and idf 	

‣ Idf: inverse document frequency

idft,C = log10
|C |
dft

Total number of documents 
in the collection

Number of documents 
where term t occurs

tf-idf(t, d, C) = tft,d ⋅ idft,C

tft,d = log10(count(t, d) + 1)
‣ Tf: term (t) frequency in document d

score(q, d) = ∑
t∈q

tf-idf(t, d)
|d |

‣ Scoring document (d) for a given query (q): 

Token (t) Document (d) Corpus (C)



Dense Vectors

54

‣ Can we use dense vectors for retrieval?

‣ Embed queries and documents with encoder (e.g., BERT) and 
score the similarity by taking their dot product

hq = BERTQ(q)[CLS]
hd = BERTD(d)[CLS]

score(q, d) = hq ⋅ hd

‣ This is the foundation of modern RAG retrievers: encoding each 
document yields a vector store that each query retrieves against

‣ But using BERT, this does not work well out of the box… 



Contriever

55

‣ Contrastive learning: encourage a query to be more similar to 
“positives” than “negatives”

‣ Positives:
‣ “Inverse cloze task”: take a paragraph, treat a span of that paragraph 
(say, 5 words) as the query, treat the rest of the paragraph as a positive

‣ “Independent cropping”: take two random paragraphs, treat one as 
query and one as positive

‣ What objective does this look like?



Contriever
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‣ Contrastive learning: encourage a query to be more similar to 
“positives” than “negatives”

‣ Negatives
‣ “In-batch negatives”: treat positives from other examples in the batch as 
negatives

‣ Can also store negatives from previous batches to have a wider pool of 
negatives. Important to have hard negatives



Dense Retrieval

57  [Khattab et al, SigIR2020]

‣ Dual-encoder architectures	
‣ Encode query and document 
separately, and search for 
nearest neighbor 	

‣ Allows faster retrieval

https://dl.acm.org/doi/pdf/10.1145/3397271.3401075


Dense Retrieval

58  [Khattab et al, SigIR2020]

‣ Dual-encoder architectures	
‣ Encode query and document 
separately, and search for 
nearest neighbor 	

‣ Allows faster retrieval

‣ Cross-encoder architectures	

‣ Encode query and document jointly 	

‣ Outperform dual-encoder given training 
data	

‣ Often used together with more efficient 
methods

https://dl.acm.org/doi/pdf/10.1145/3397271.3401075


Reader
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‣ Once documents are retrieved, we can feed them to LLMs to generate 
a response. This is how systems like Perplexity or Google’s “AI 
Overviews” feature work 

‣ How well does this approach do?



ExpertQA

60 Chaitanya Malaviya et al. (2023)

‣ Questions curated by experts



ExpertQA

61 Chaitanya Malaviya et al. (2023)

‣ Goal: generate 
answers with 
attributions (citations 
to sources)

‣ We can do this 
directly from LLMs or 
with RAG



ExpertQA

62 Chaitanya Malaviya et al. (2023)

gpt4: no retrieval	
rr: retrieve-and-read (RAG)



ExpertQA

63 Chaitanya Malaviya et al. (2023)

gpt4: no retrieval	
rr: retrieve-and-read (RAG)

‣ For these questions, retrieval 
didn’t necessarily make 
responses much more helpful 
or much more factual, but it 
does increase the ability to 
attribute to sources



DeepResearch

64

‣ New generation of RAG systems with:

‣ Large numbers of retrieved documents

‣ Iterative retrieval (multiple queries in sequence)

‣ Long generation of an output (not just answering a short question)



DeepResearch
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Takeaways
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‣ Retriever: embed query and documents with dense vectors, do a 
comparison to efficiently find relevant documents

‣ Reader: feed retrieved documents into an LLM along with the question

‣ RAG is sometimes necessary, e.g., when answering questions over 
proprietary data. But when answering questions over the web, it beats 
GPT4 by less than you might think!
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